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Overview

Money laundering - a global problem

Illegal arms sales, smuggling, and organised crime such as drug trafficking, 
people trafficking and prostitution rings, can generate huge amounts of money, 
as can ‘white collar crimes’ including , insider trading, bribery and computer 
fraud schemes.

Those involved in these types of activities need to be able to ‘legitimize’ their 
ill-gotten gains so that they can benefit from the money they are earning. 
Money laundering is the process by which criminals attempt to integrate 
illegally obtained cash into the financial system so that it appears to have been 
earned legitimately.  

Money laundering typically has three stages: 

Placement – where the money is moved from the direct association with the 
original crime 

Layering – where the trail of the funds is hidden to disguise its initial source 

Integration – this is also called extraction, as this is the process of enabling 
the criminal to access the money from what would appear to be a legitimate 
source

While most money launderers use these three main stages to legitimize their 
dirty cash, some use multiple layers to further muddy the waters, while others 
combine placement and layering into one, often by using shell companies.

Generally, money laundering is a circular scheme, i.e. the money ends up back 
with the same person or people who generated it in the first place. However, 
in some cases – for example, where the money is being used to fund terrorism 
– it is linear. Terrorists and terrorist organizations need money to carry out 
terrorist acts, and while this will sometimes come from legitimate sources, for 
example, charities, legitimate businesses, personal funds - it is often derived 
from illegal sources.

We know that money laundering is a global issue, but, due to its clandestine nature, it is 
difficult to put an accurate figure on the true scale of the problem. However, the United 
Nations estimates that the amount of money laundered globally every year is between two 
and five per cent of global GDP, which in monetary terms is between $800 billion and $2 
trillion in US dollars. To put this into perspective, if money laundering were a country, it would 
be the fifth largest economy on the planet (according to the International Monetary Fund).
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Anti-money laundering
In response to the growing issue of money laundering, the Financial Action 
Task Force on money laundering (FATF) was established by the G-7 Summit 
in Paris in 1989 to be a global money laundering and terrorist financing 
watchdog. 

FATF’s role was to develop a co-ordinated international response to the 
global threat of money laundering and set international standards to 
detect and prevent it. One of the first tasks of the FATF was to develop a 
set of recommendations for governments across the world to implement in 
order to establish effective AML programs.

More than 200 countries and jurisdictions are committed to FATF’s 
recommendations which are regularly reviewed to ensure they are 
addressing any new risks, most recently, cryptocurrencies, such as bitcoin, 
which are seen as a serious and growing threat. 

But while FATF is there as a international regulator to advise countries 
on what they should be doing to support the global fight against money 
laundering, each country has its own unique challenges with differing 
risks, so each have their own AML regulators and regulations and 
consequences for non-compliance. 

Below are some examples of some of the individual money laundering 
programs within some of the world’s larger economies.

United States of America
The US dollar is the international currency of exchange, and as a result, US 
financial institutions are at a heightened risk of handling dirty money. The 
US has a stringent anti-money laundering framework in place  - the Bank 
Secrecy Act (BSA), also known as the Currency and Foreign Transactions 
Reporting Act. This US law, enforced by the Financial Crimes Enforcement 
Network (FinCEN), requires financial institutions in the US to detect, deter, 
prevent and disrupt money laundering activity and terrorist financing 
networks. Every financial institution must have a written, board-approved 
AML program to ensure compliance with the BSA; multi-million dollar fines 
are handed out every year to those who do not comply. 

US AML laws were further strengthened in January 2021 by the Anti-
Money Laundering Act of 2020 (AMLA)6, which includes several important 
amendments, including the requirement for businesses to disclose 
beneficial owners.
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European Union

United Kingdom

The Netherlands

.

The EU has a comprehensive framework of anti-money laundering 
guidelines, along with a system of periodic reviews and directives in order 
to evaluate and respond to emerging risks to EU member states. 

In 1991, the EU enacted its First Directive to combat money laundering; and 
in December 2020, the 6th Money Laundering Directive came into effect. 
The 5th AMLD introduced many fundamental changes to the regulatory 
landscape, most notably introducing a focus on ultimate beneficial 
owners, strengthening the need for a Know Your Business offering and 
the push for AML identification and verification checks to be done 
electronically wherever possible. The most notable addition to the 6MLD 
is the focus on tackling the growing problem of cybercrime. 

Before leaving the EU in December 2020, the UK had already pledged 
to implement the 5MLD but, enabled by Brexit, has chosen to opt out of 
enforcing compliance with 6MLD. This is because the UK Government 
believes domestic legislation is already up to scratch, and actually ‘goes 
much further’ than European regulations. In the UK, the Financial Conduct 
Authority (FCA) regulates the UK’s financial sector and implements 
measures to combat money laundering and terror financing. The Office 
for Professional Body Anti-Money Laundering Supervision (OPBAS) was 
set up within the FCA exclusively to strengthen the UK’s AML program.

Money laundering is a growing problem in the Netherlands; the latest 
estimates suggest that around €16 billion in illegal funds is laundered 
there every year. The Netherlands’ primary AML legislation is the Money 
Laundering and Terrorism Financing (Prevention) Act — known as the Wet 
ter voorkoming van witwassen en financieren van terrorisme (Wwft). It 
sets out the minimum AML standards.
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Other countries:

France: The Governmental body tasked with detecting, analysing and 
preventing the financing of terrorism, and therefore, money laundering, 
is the Intelligence Processing and Action against Clandestine Financial 
Circuits (TRACFIN). 

Germany: It is the job of the Federal Financial Supervisory Authority (BaFin) 
to supervise and regulate banks and other financial institutions and the 
wider financial services sector to prevent financial crime.

Canada: the Financial Transactions and Reports Analysis Centre of 
Canada (FINTRAC) is the authoritative body tasked with detecting and 
preventing money laundering. 

China: The China Banking and Insurance Regulatory Commission (CBIRC) 
is an umbrella agency of the People’s Republic of China (PRC) and it 
is authorised to perform both supervisory and regulatory functions of 
business activities in banking and insurance. 

Hong Kong: the Hong Kong Monetary Authority (HKMA) is responsible for 
the authorization, regulation and supervision of banking business in Hong 
Kong.

Japan: The Financial Services Agency (FSA) is both a government 
agency and financial regulator. It is responsible for overseeing the banking, 
securities, and insurance sectors and enforce AML measures:

South Africa: The Financial Intelligence Centre Act (FICA) is the most 
important financial framework in South Africa as it was established to 
build a strong financial system to accelerate South Africa’s economic 
development and to curb money laundering and terrorist financing. 

Australia: The Australian Transaction Reports and Analysis Centre 
(AUSTRAC) is the Government regulator whose role is also to prevent 
terrorism financing, money laundering, and other financial crime including 
tax evasion, and welfare fraud.
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What is an AML program?

As explained earlier, anti-money laundering constitutes the laws, 
regulations, and procedures designed to prevent money laundering. 
There are global laws, and there are domestic laws, but it falls upon 
individual financial institutions and other regulated industries to actually 
put anti-money laundering procedures in place in order to meet their 
global AML obligations.

In its formal recommendations, FATF recommends that all financial 
institutions and regulated organisations apply a risk-based approach 
to their anti-money laundering and compliance. An effective risk-based 
approach will comprise of the following:

• Analysis – you will need to fully assess your business in order to 
identify the areas most vulnerable to money laundering and fraud

• Customer due diligence (CDD) – all clients must be thoroughly 
assessed to ensure they are who they say they are and to allow you 
to assess the risk they may pose to your business. You must also 
continue to monitor all clients so you are aware of any changes to 
their risk level.

• Processes – you must have standard processes in place which allow 
you to minimise and monitor risk within your company and dedicate 
someone in the business to lead your AML efforts.

• Report – any suspicious activity related to money laundering and 
financial crime must be reported to the appropriate agencies. There 
are huge penalties for not reporting AML suspicions

• Review – you will need to regularly review your AML program to 
ensure that it is up to date and meets all the latest regulations and 
that it is still an appropriately risk-based approach
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How to implement an AML program
To ensure your anti-money laundering program is effective, you must have a 
comprehensive customer due diligence system, also known as a Customer 
Identification Program (CIP), in place. This should comprise of the following:

Identification and verification

First you have to identify the client and then verify they are who they are 
claiming to be.  This process involves obtaining details about the individual, 
including their name, photograph, address and date of birth, usually through 
personal identification documents like passports and driving licenses, 
as well as documents such as bank statements and utility bills, and cross 
referencing the details against publicly available information.

Screening

Once the individual has been verified, you then need to screen them 
against global sanctions lists and this will establish the level of risk they 
pose, if any, to your business. Those clients that pose a higher risk will 
include:

PEPs – Politically Exposed Persons, these are people who hold a prominent 
position in public life, for example, within government, law enforcement 
or a publicly-owned corporation. PEPs are higher risk because they’re 
generally considered to be more susceptible to bribery and other financial 
crimes due to their high-profile roles, wealth and influence.

SIPs - Special Interest Persons, these are defined as well-known individuals 
with a history of financial crimes, or other activities which make them a 
high-risk prospect. An individual does not have to have been convicted 
of any crime to be a SIP, but they could either be facing charges, or have 
allegations against them. And while there is no law against working with SIPs, 
working with one poses a greater risk. 

High-net-worth individuals – people with considerable wealth will 
potentially a pose greater risk to the business because of their privileged 
financial position - especially if it is well-known – as it puts them at greater 
risk of bribery.

Sanctions – Sanctions are legal restrictions, usually enforced by 
government bodies or international authorities, which are put in place to 
stop or limit trading by individuals, companies and sometimes even entire 
nations who have either committed or are associated with financial crimes. 
Any individual that appears on a Sanctions list will pose a greater threat to 
your business.
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Adverse media – if an individual or entity has a significant amount of 
negative coverage in the press, they could also pose a greater risk.

Sanctioned/high risk countries – certain countries have sanctions and 
embargoes against them, and therefore individuals and organisations from 
those countries are seen a posing a much higher risk. 

Enhanced due diligence

If the screening process results in a match with any of the above, the client 
is ‘high-risk’ and you will need to undertake enhanced due diligence. This is 
where you investigate the customer even further to ensure that you are not 
entering into a business relationship with someone who puts you at risk of 
money laundering or is more vulnerable to corruption or bribery.  

Ongoing monitoring

Once client checks have been completed, they will need to be regularly 
‘re-checked’ to ensure the risk they pose has not changed, therefore, as part 
of your AML program, you will need to ensure you have ongoing monitoring 
in place.

Record keeping

In order to demonstrate that you have conducted proper due diligence 
and met your AML obligations, you must keep records of all checks that 
have been completed, and proof that these checks are monitored on an 
ongoing basis. This will also ensure you are always prepared for audit.
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The benefits of electronic/digital identification

According to FATF guidance, electronic – also known as digital  - identification 
and verification systems have the potential to “improve the reliability, security, 
privacy, convenience and efficiency of identifying individuals in the provision 
of financial services, to the benefit of customers, regulated entities, and the 
integrity of the financial sector.”

In its Guidance on Digital Identity FATF says that reliable, independent digital 
ID systems can offer “significant benefits for improving customer identification 
and verification at onboarding” and also states that electronic verification 
systems are able to improve other CDD and KYC measures, such as ongoing 
due diligence and monitoring. 

It also says that traditional manual methods are open to error, as they are 
heavily reliant on human interaction and judgment, and that technology, 
including electronic checks and facial recognition techniques, are not only 
quicker and more efficient, but are far more robust and reliable as they reduce 
that risk of human error.

About SmartSearch

SmartSearch recently launched TripleCheck, an pioneering new three-stage 
electronic KYC and AML solution that combines three highly sophisticated 
verification methods; AML checks with PEP and sanction screening, facial 
recognition and digital fraud checks, for the most robust and reliable 
electronic AML solution on the market.

With offices in the United Kingdom and United States, SmartSearch serves 
more than 4,500 clients globally with the aim of creating a world where 
businesses are safe from fraudsters and money launderers.

Our unique and innovative online platform enables our customers to electronically identify 
individuals and businesses from around the world. It is the only Know Your Customer (KYC) 
solution that also provides full sanction and Politically Exposed Person (PEP) screening 
and ongoing monitoring, allowing clients to use one piece of technology for all their AML 
compliance needs.



10Page:

02.  https://transformfinance.media/finance/aml/crime-land-is-worlds-fifth-biggest-economy/

Sources (Cont.)

10  https://www.fiu-nederland.nl/en/legislation/general-legislation/wwft 

03.  https://www.fatf-gafi.org/home/

05.  https://www.fincen.gov/

04.  https://www.fincen.gov/index.php/resources/statutes-regulations/fincens-mandate-
congress

06.  https://www.congress.gov/bill/116th-congress/house-bill/6395 

09.  https://www.dnb.nl/voor-de-sector/open-boek-toezicht-wet-regelgeving/toezicht-wet-
regelgeving/wwft

07. https://www.fca.org.uk/

08.  https://www.fca.org.uk/opbas

11.  https://www.bafin.de/EN/DieBaFin/diebafin_node_en.html

12.  http://www.fintrac-canafe.gc.ca/intro-eng.asp 

16.  http://www.fic.gov.za/Pages/Home.aspx

15.  https://www.fsa.go.jp/en/

14.  https://www.hkma.gov.hk/eng/index.shtml

13.  http://www.cbrc.gov.cn/english/index.html 

01.  https://www.unodc.org/unodc/en/money-laundering/overview.html



11Page:

18.  https://www.fatf-gafi.org/media/fatf/documents/recommendations/Guidance-on-Digital-
Identity.pdf 

19.  https://www.smartsearch.com/triple-check

Sources (Cont.)

17.  https://www.austrac.gov.au/



SmartSearch
Mayfield House, Lower Railway Road, Ilkey LS29 8FL

smartsearch.com


